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ABSTRACT

The sixth generation(6G) wireless communication technology is advancing toward ultra-high speed, ultra-high bandwidth,
and hyper-connectivity. With the development of communication technologies, the formation of a hyper-connected society is
rapidly accelerating, expanding from the IoT(Internet of Things) to the IoE(Internet of Everything). However, at the same
time, security threats targeting IoT devices have become widespread, and there are concerns about security incidents such as
unauthorized access and information leakage. As a result, the need for security-enhancing solutions is increasing. In this
paper, we implement an autoencoder-based anomaly detection model utilizing real-time collected network traffics in respond
to IoT security threats. Considering the difficulty of capturing IoT device traffic data for each attack in real IoT
environments, we use an unsupervised learning-based autoencoder and implement 6 different autoencoder models based on
the use of noise in the training data and the dimensions of the latent space. By comparing the model performance through
experiments, we provide a performance evaluation of the anomaly detection model for detecting abnormal network traffic.
Keywords: Anomaly Detection, Autoencoder, IoT Device, Network Traffic
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Table 1. Configuration of Train Dataset and
Test Dataset

Train Test
Benign 878,195 220,000
Attack 0 220,000
Total 878,195 440,000
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Table 2. Performances of Anomaly Detection
Models based on Autoencoder

Autoencoder

Latent size 2 4 8

Accuracy (%) 85.514 87.839 87.510

Precision (%) 95.179 95.986 95.215

Recall (%) 74.818 78.981 78.991

Fl-score 83.779 86.657 86.347

Table 3. Performances of Anomaly Detection
Models based on Denoising Autoencoder

Denoising Autoencoder

Latent size 2 4 8

Accuracy (%) 87.343 86.267 86.703

Precision (%) 95.472 97.628 97.383

Recall (%) 78.404 | 74.341 | 75.434

Fl-score 86.101 | 84.407 | 85.015
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